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ABSTRACT 
In this talk we first describe different new major sources of uncertainties, such as intermittent resources, and (N-k) equipment 
outages caused by climate effects on the infrastructure during extreme weather conditions, and even by the cyber-attacks on 
the grid.  In addition, parts of the world which have undergone industry restructuring of one form or the other have electric 
energy markets in which stakeholders’ actions are the very sources of uncertainties to both system operators/planners and to 
the other stakeholders.   We suggest that planning and operating for reliable and resilient, cost-effective electricity services in 
such environment requires systematic information processing needed to support probabilistic decision-making in feedforward 
manner by both utilities and stakeholders, such as reinforcement learning and model predictive control. At the same time, it 
becomes necessary to enable more adaptive automated feedback control by the diverse grid users to avoid fast instabilities 
and cascading.  We discuss how a Dynamic Monitoring and Decision Systems (DyMonDS) framework evolves  from today’s 
Supervisory Control and Data Acquisition (SCADA)   as a way to gather and use data and convert into minimal information 
needed to ensure reliable  and clean, yet cost-effective, service. 
The good news is that sensing, monitoring and computing technologies have advanced, and it is becoming possible to 
implement such dynamic data-enabled protocols. Missing is an integration framework based on standardized physics-
supported information exchange.  In this talk we share our new unified modeling of energy dynamics which can be used to 
support standardized information processing and exchange.  We provide several examples of what may go wrong without 
such information exchange, and provide quantifiable benefits from having it.  Notably, the proposed DyMonDS framework is 
shown to be a natural evolution from today’s Automatic Generation Control.  It supports a  synergic use of physics and ML. 
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